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1 Introduction

This document gives a technical description on how user organisations should integrate their Local IdP with
NemLog-in3.

By using a Local IdP the user organisation allows its users to apply the same means of identification to log in
to service providers connected to NemLog-in as they use for authentication in their own organisation. This
will allow such user organisations to provide simpler and more user-friendly access.

In addition, such organisations may also benefit from a simpler administration of employee identities by
automating the registration process using the MitID Erhverv IdM API.

However, to connect a Local IdP to NemLog-in the user organisation must implement the NSIS-standard for
the relevant assurance level (Substantial or High) and must be approved by the NSIS Supervisory Board at
the Danish Agency for Digital Government. The elaborate process of establishing this and other prerequisites
for integrating a Local IdP to NemLog-in is described in detail in [LIG].

1.1 Prerequisites
The reader is expected to be familiar with the most recent version of the OIOSAML 3 profile [OI0OSAML3] and
the related Local IdP profile [OIOSAMLIAP].

The reader should be familiar with the prerequisites for integration, described in [LIG].

1.2 Intended audience

This document is a technical implementation guide aimed at architects and developers.

1.2.1 Terminology

Term Description

Identity Provider (IdP) An Identity Provider (IdP) is a trusted entity that authenticates
users and generates authentication assertions or other assertions
that vouch for a user’s (subject's) identity.

Service Provider A Service Provider (SP) is an entity that relies on assertions from an
Identity Provider (IdP) to authenticate or authorize subjects'
actions on its resources.

Broker A Broker serves as an intermediary between the SP and the IdP,
see section Error! Reference source not found. below.

Local Identity Provider (IdP) In NemLog-in3 user organisations are allowed to use their own
SAML Identity Provider — a Local IdP — when their users
authenticate in NemLog-in. Local IdP can only be used with
employee identities and requires NSIS compliance by the user
organisation.

The present document is an integration guide for Local IdPs.

Assertion Data structure produced by an Identity Provider (SAML authority)
or similar regarding an act of authentication. The assertion
provides information on the authentication performed by a User,
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Term Description

attribute information about the User, and/or authorization
permissions applying to the User with respect to a specified
resource.

Metadata Service providers and Identity Providers gather the information
needed to execute the SAML protocol in so-called metadata XML
files. NemLog-in metadata contains:

e Entity ID — a unique identifier for the party (SP/IdP) in the
federation

e Cryptographic keys in the form of X.509 certificates - used
for signing and encryption

e Protocol endpoints

e Attribute profile
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2 ldentity Provider software

Correct implementation of SAML from scratch is a difficult task that require expertise and a substantial
development and testing effort.

We strongly recommend that your integration with NemLog-in makes use of available SAML software, see
[LIG] for a list of software.

As described in [OIOSAMLIAP] two different integration profiles (or “Product” types as denoted in MitID
Erhverv) are available:

1. An OIOSAML3 model
2. A model adapted for Microsoft AD FS integration

The OIOSAML3 model employs the AuthnRequest structure for passing relevant information to the Local IdP.
Microsoft AD FS has more strict requirements and less flexibility, so a specific integration profile has been
devised that, for example, makes use of Relay State to convey specific information.

If you are integrating a Microsoft AD FS IdP to NemLog-in, you should use the AD FS integration model,
otherwise we recommend that you use the OIOSAML3 model.
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3 Architectural overview

Local IdPs supplement the MitID and NemID means of identification available for accessing services
connected to the NemLog-in IdP:

Identity Provider

Service Provider ek

OIOSAML

Local IdP

Figure 1: Users in an organisation with a Local IdP may use the same means of identification for accessing both local and public
services.

The Local IdP is connected to NemLog-in through a SAML interface, when NemLog-in takes the role of a
Service Provider (or Relying Party).

Although NemLog-in supports authentication Brokers to provide access to Service Providers through
different integration models,! the integration to Local IdPs is always facilitated by the OIOSAML interface to
NemLog-in3. The connected Local IdPs therefore only need to support a single Service Provider (NemLog-in)
to provide access to all connected services providers connected to NemLog-in to the local IdP users.

An end user may log-in to a Service Provider using local means of identification if two technical conditions
are met:

1. The Local IdP must be connected to NemLog-in, i.e. the Local IdP metadata must be registered in
MitID Erhverv.
2. The local means of identification must be connected to the MitID Erhverv identity.

The Organisation Administrator is responsible for 1. whereas the Identity Administrator is responsible for 2.
If the organisation uses the IdM API for synchronizing the user catalogue with MitID Erhverv, 2. can be
performed automatically.

An overview of the features available to NSIS-notified user organisations is given in the table below.

! We refer to [NLIB] for details wrt. Broker integration to NemLog-in.

Version date: 08-11-2022 Version: DRAFT 0.1 Page 8 of 46

ID:18



Integration with NemLog-in - Local IdP

Digitaliseringsstyrelsen
NemLog-in

Feature

MitID Erhverv
1dM API

Availability

Available for all user organisations,
but NSIS-notified organisations
have advantages. For example, they
may create users which need no
further activation steps in MitID
Erhverv.

Description

API that allows administration of employee
identities. NSIS-notified organisations may create
identities and connect local means of identification
automatically. Identities are ready to be used
immediately. We refer to [NLIDM] for details.

Local IdP
connectivity

Only available to NSIS-notified user
organisations.

This document.
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4 |nteraction scenarios

4.1 Simple scenario
The scenario depicted below shows a user logging into a Service Provider with local means of identification.

Local IdP

5. Aut her/ut hnResponse>

4. <AuthnRequest> Identity PrO\./lder 7. Lookup MitiD Erhvery
(NemLog-in)

3. Select IdP

. 2. <AuthnRequest> 8. <AuthnResponse>

1. Request service
\ Service Provider
9. Application resource

Figure 2: Users logs in using local IdP

The process is as follows:

1. User accesses a protected resource at Service Provider (SP).

2. Service Provider detects that the user is not logged in, and redirects user to NemLog-in, passing an
<AuthnRequest>.

3. User interacts with the NL Ul and selects the local IdP of his organisation.

4. Nemlog-in redirects the user to the local IdP, passing a second <AuthnRequest> to the local IdP.

5. The local IdP validates the AuthnRequest and determines that the user does not have a session with
the local IdP. The local IdP therefore requests the user to perform an authentication using his/her

local means of identification.
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The local IdP validates the resulting authentication response and issues an <AuthnResponse> with an
<Assertion>, identifying the local identity and the resulting NSIS level of assurance (LoA) to NemLog-
in and redirects the user to NemLog-in.

NemlLog-in validates the response and the assertion and looks up the associated employee identity
in MitID Erhverv by CVR and the local username. NemLog-in retrieves the attributes for that identity
requested by the Service Provider (including privileges if SP is public) and builds and signs a new
<Assertion>.

NemLog-in redirects the user’s browser to the Service Provider, passing along an <AuthnResponse>
containing the <Assertion> issued in step 7.

The Service Provider validates the response and assertion, creates a user-session and grants the user
access to the application resource.
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5 Data model

The diagram below shows a partial, conceptual data model for MitID Erhverv.

class 18 Integration with NL - Local IdP /

Organisation Employeeldentity

Means of

has identification

0.*

Local IdP PhycicalPerson Private MitlD Dedicated MitID Local means

An Organisation may use any number of local IdPs. An Employeeldentity (‘user’) has one or more means of
identification. In an organisation with at least one local IdP a given user may be authenticated local means of
identification (identified by a username). A consequence is that a given user could use a local IdP for

authentication when at work (or on corporate network with VPN) and use his/her private MitID/dedicated
MitID in other situations.

A given physical person may posses any number of MitID Erhverv users.
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6 Testing integration of a local IdP

6.1 Environments

The following external NemLog-in environments are available:

Environment Domain name suffix IdP host name Test Service Providers
Production nemlog-in.dk nemlog-in.mitid.dk N/A

Integrationtest | test-nemlog-in.dk test-nemlog-in.pp.mitid.dk spN.test-nemlog-in.dk

Beta test, prod- | devtest4-nemlog-in.dk devtest4-nemlog-in.pp.mitid.dk spN.sp-devtestd-nemlog-in.dk

leg

Beta test, test-devtest4-nemlog-in.dk | test-devtest4-nemlog-in.pp.mitid.dk | spN-int.sp-devtest4-nemlog-in.dk
inttest-leg

The Integrationtest environment is reserved for the mandatory integration tests that must be performed by
service providers and sub-brokers prior to connecting these to Production.

The beta test environment is a separate environment that provides access to the upcoming release of
NemLog-in. The environment is preferred for performing tests as a user organisation. The beta test
environment does not share any data (including test identities) with the Integrationtest environment.

When you create a test-organisation in the beta test-environment you will have access to MitID Erhverv in
both prod-leg (erhvervsadministration.devtest4-nemlog-in.dk) and inttest (erhvervsadministration.test-
devtest4-nemlog-in.dk).

If you only wish to perform tests in MitID Erhverv as a user organisation, you may perform the tests in any
beta test leg (prod or inttest) but it is recommended to use the inttest leg. If you also wish to act as a service
provider and connect it-systems (SAML Service Provider) to the beta test environment, you must use the
inttest-leg for testing since it is not possible to connect it-systems to the beta test prod-leg.

If in doubt, use the beta test, inttest-leg (highlighted in the table above) for testing local IdP integration.
Here you will also have access to the logviewer to inspect NemLog-in error log. [Betatest]

6.2 Beta test environment

As described above, the beta test environment consists of two logical part (prod- and inttest legs).

The figure below shows a simplistic diagram of the environment. Arrows denote data-flow during
registration of services, local IdPs, and identity data.
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l Test-portal l

Log-in (IdP)

Log-in (IdP) MitID Erhverv Administration MitID Simulator MitID Erhverv

SPtest-
users and
privileges

Test-

MitlD

CPR-test
registry

MitID
Erhverv

Metadata
identities

Erhverv

Metadata CPR._tESt
registry

*

Figure 3: Beta test environment with registration data flows. Blue shapes belong to prod-leg, green shapes to int-test, and orange
shape belongs to CA Customer Test Integration (test-CA) environment.

The following data flows are depicted:

e Test-portal to MitID Erhverv (both legs) and MitID Simulator: Creating of test organisation, see
section 6.3.

e Administration to SP test-users and privileges: Provisioning of service provider test-users.

e Administration to Metadata (both legs): Provisioning of service provider SAML metadata.

e  MitID Erhverv to metadata: Provisioning of local IdP metadata.

e  MitID Erhverv (both legs) to CA CTI: Registration of certificate data. Both legs utilize the same CA
(CTI). CTI CA is also used from the Integrationtest environment.

e  MitID Erhverv and FBRS to MitID Erhverv database: Registration of MitID Erhverv users and
privileges.

e  MitID Simulator to Test-identities: Persisting test-identity data.

e  MitID Simulator to CPR-test registry (both legs): Registration of CPR and name information for test-
identities.

Authentication data flows are depicted in the figure below.
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Test-portal

Log-in (IdP) MitID Erhverv Administration MitID Simulator Log-in (IdP) MitID Erhverv

A

“SPtest-
users and
privileges

MitID
Erhverv

Test-
identities

CPR-test
registry

CPR-test
registry

Metadata

Metadata

CACTI

Figure 4: Beta test environment with authentication data flows. Black arrows: Data flow in prod-leg. Red arrows: Data flow in inttest-
leg.

During authentication, the following data flows are active:

e Metadata to Log-in: Service provider and local IdP metadata used for SAML integration.

e CPR-test registry to Log-in: CPR-test data (first and last names, CPR UUID, etc) used in produced
assertions.

e  MitID Erhverv to Log-in: User attributes, credential associations, and FBRS privileges.

e SPtest-users and privileges to Log-in: Test data for test-users created in Administration by service
providers.

6.3 Creating a test organisation

When you are ready to begin integration testing your local IdP you should begin by setting up a test-
organisation in the NemLog-in betatest-environment Testportal [Betatest].
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Testportal(current) [JOJSIESANNI(ICENTEEIIIN Opret tj:

Opret test bruger organisation

Her kan du oprette din egen testorganisation i Erhvervsadministrationen, s& du kan komme igang med
at teste de nye erhvervsidentiteter mm.

Nar du har udfyldt nedenstaende opretter vi en fiktiv organisation til dig i systemet.
Du far ogsa et brugernavn og password, som giver dig adgang til Erhvervsadministrationen.

Administrator-e-mailadresse
admin@your-org.dk

Indtast din egen e-mail. Den bruges, hvis du skal nulstille dit password
Password
Veelg det password du vil bruge, nar du logger pa MitID Erhverv (kun test).

Godkend kvalificerede certifikater Hvis du har brug for at teste de nye kvalificerede bruger- og

organisationscertifikater, kan du tilveelge det her
Organisationstype
Privat virksomhed

Her kan du veelge hvilken virksomhedsform, din testorganisation skal have. Hvis du tester for en privat virksomhed, bgr

du vaelge "Privat virksomhed" og hvis du tester for en offentlig organisation, bgr du veelge "Offentlig virksomhed"

Sikringsniveau for identifikationsproces

Betydelig

TIer Kan au SIS SIKImgsniveau Tor 1dentnikationsproces al medarbejaere. sairemt sIkimgsniveauet ef sat il betydeng
eller hgj, muligger det, at Organisationsadministrator kan give Identitetsadministratorer lov til at oprette brugere

direkte p& det hgjere niveau

It is important that you indicate the assurance level for the local identification process (“Sikringsniveau for
identifikationsproces”) to Substantial (“Betydelig”) as highlighted above. This will allow connecting a local
IdP for the organisation.

This will create a test-organisation with a random name and CVR number, appoint an administrator, and
allow you to log-in with a test-identity (here “Tova015”) that has the provided password:

Ny BO testorganisation er oprettet med
folgende data

Organisationsnavn Testorganisation nr. 90507980
CVR-nummer 90507980

Brugernavn Tova015

Fornavn Tova

Efternavn Winther

Password Test1234

EIA Link til Erhvervsadministrationen

EIA Integrationtest Link til Erhvervsadministrationen - IntTest
MitID Simulator Link til Mitld Simulator

The test-identity (Tova015 above) is created in beta test MitID Simulator [Betatest].

If you need to create a test-organisation with a specific name and CVR number, we refer to section 13.
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6.4 Test certificates
When you perform integration tests of a local IdP you will need a test system- or organisation-certificate

with a corresponding private key.

These certificates may be issued from MitID Erhverv in the beta-test environment. Note, that both beta test
legs issues certificates from the NemLog-in CTI CA. These certificates are also applicable for use by Service
Providers or sub-brokers connecting to Integrationtest.

Navigate to the Certificates menu in MitID Erhverv to issue a certificate.

Q Erhverv a
2 Users Certificates

- .

& UseqEoups) View the certificates ordered for your organization, Teststrup Kom-
|83 certificates mune.

You can also edit certificates and order new ones.
B Delegations

£ settings

©)

ORDER AN ORGANISATION
CERTIFICATE

We refer to [MEUG] for details.
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7 Connecting a Local IdP

When the NemLog-in Administration (“Forvaltning”) has granted local IdP privileges to your organisation, the
local IdP can be connected. It is the organisation administrator who has permission to connect your

organisation’s local IdP.
An organisation may use a local IdP in two different ways:

1. The tenant model: The organisation may utilize an IdP connected by another organisation, provided

that
o both organisations are NSIS approved; and
o the organisation that connected the IdP (the host) and the utilizing organisation (the tenant)

agree to share the local IdP.
2. The direct model: An organisation connects its own IdP and does — in terms given above — act as

both a IdP host and tenant.

Only organisations that enter the role of hosting an IdP must perform a technical connection of the IdP.

7.1 Technical connection
To perform a technical connection of a Local IdP, the organisation administrator must navigate to Settings:

e Erhverv

2 Users

an User groups
B4 Certificates

P} Delegations

I* Settings
Here, locate the Local IdP section:

Local IdP

(UK) Med en lokal IdP (Identity Provider) bliver I en sékaldt lokal
identitetsgarant. Det vil sige, at I lokalt kan udstede identifikation-
smidler til jeres brugere, og at login sker med organisationens egne
udstedte identifikationsmidler.

> Read more about local IdP

Add local IdP
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And select Add IdP. Now give the IdP a name (this will be presented to end users), choose the assurance
level for the IdP (equal to or lower than the NSIS approved assurance level), and select the appropriate
integration profile appropriate:

Step1of4

Setup local IdP

(UK) Nar du skal opseette jeres lokale IdP, skal du give systemet et
kaldenavn, der giver mening for alle i organisationen. Veelg desu-
den organisationens sikringsniveau og software

Local IdP name

Korshaek Kommune ‘

Assurance level

Substantial v ‘

IdP software

AD FS profile v ]

Select IdP software

AD FS profile

OIOSAML 3.0.3

Cancel m

After clicking Next, upload metadata for the local IdP:

Step 2 of 4

Upload metadata for local IdP

(UK) For at uploade metadata til systemet, skal du serge for, at
filen har det rigtige format. Hvis der er en fejl og filen ikke kan up-
loades, far du en besked om, hvad der skal rettes.

> Read more about metadata requirements

Upload metadata (.xml)

Vaelg fil No file selected

o
o
o
=

Metadata must conform to [OIOSAML3] — we provide an example in Appendix 2 of this document.

After this, the organisation administrator may choose to add one or more tenants — this step is optional.

Version date: 08-11-2022 Version: DRAFT 0.1 Page 19 of 46

ID:18



Integration with NemLog-in - Local IdP Digitaliseringsstyrelsen
NemLog-in

Step 3 of 4

Add organisations for local IdP

Hvis du vil tilfgje organisationer til jeres lokale IdP, skal du indtaste
organisationens CVR-nummer.

Enter CVR number (optional)

Organization name CVR-number:

Teststrup Kommune 12121919

w

0
i
O
=

Finally, a summary of the settings is shown, and the organisation administrator must confirm, that the IdP he
is connecting does in fact comply with the NSIS requirements for that assurance level.

Step 4 of 4

Confirm and approve

Local IdP name Korsbaek Kommune

Associated FAL Substantial

IdP software AD FS profile

EntityID https://hammerup.sp-devtest4-nemlog-in.dk
Associated organisations Teststrup Kommune, CVR-number: 12121919

(UK) Jeg bekreefter hermed, at den tilsluttede lokale IdP efter-
lever NSIS pa det angivne sikringsniveau.

Back Add local IdP

The IdP is now added. The organisation administrator will later be able to alter settings by selecting options
in the kebab menu:
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Local IdP ~

(UK) Med en lokal IdP (Identity Provider) bliver I en sakaldt lokal
identitetsgarant. Det vil sige, at I lokalt kan udstede identifikation-
smidler til jeres brugere, og at login sker med organisationens egne
udstedte identifikationsmidler.

> Read more about local IdP

Navr Associated FAL 1dP software Status
> Korsbask Kommune Substantial AD FS profile O Active | : |

@ Show metadata
I @ Korsbaek Kommune added 2 Upload metadata

/' Edit organizations

Add local IdP 2’ Edit local IdP

B Delete local IdP

7.2 Connecting as tenant

To connect a tenant organisation to a local IdP hosted by another organisation is simple.

When the host organisation has added the tenant organisation to the local IdP, the organisation
administrator will note that the option ‘Show invitation for local IdP’ is available from the Settings menu.

Local IdP

(UK) Med en lokal IdP (Identity Provider) bliver I en sakaldt lokal
identitetsgarant. Det vil sige, at I lokalt kan udstede identifikation-
smidler til jeres brugere, og at login sker med organisationens egne
udstedte identifikationsmidler.

> Read more about local IdP

Add local IdP l Show invitation for local IdP

Clicking the button will allow the administrator to confirm to connect:

A Use local IdP Teststrup og Korshaek Kommuner

(UK) Din organisation er blevet inviteret til, at anvende den
lokale IdP “Teststrup og Korshaek Kommuner* som Teststrup
Kommune har oprettet.

Det betyder, at brugerne vil kunne anvende denne lokale IdP
som identifikationsmiddel, nar de handler pa vegne af organisa-
tionen.

Vil du anvende denne lokale IdP?

Decline invitation Use local IdP
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The administrator may also choose to decline an erroneous invitation. If the invitation is accepted, the local
IdP will appear as Active in the section:

Local IdP ~

(UK) Med en lokal IdP (Identity Provider) bliver I en s&kaldt lokal
identitetsgarant. Det vil sige, at I lokalt kan udstede identifikation-
smidler til jeres brugere, og at login sker med organisationens egne
udstedte identifikationsmidler.

> Read more about local IdP

Navn Associated FAL IdP software Status
> Teststrup og Korshask Substantial AD FS profile O Active )
Kommuner

Add local IdP

Note, that the only option for the tenant administrator is to disconnect the IdP (trashcan icon) — the tenant
administrator is not able to change any settings for the local IdP: The organisation administrator in the
hosting organisation may name the local IdP appropriately to convey its intended use to end users.
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8 End user authentication

When a local IdP has been connected for the organisation the organisation administrator can allow the
organisation to use local means of identification in the Authenticators setting section by selecting
‘Authenticators’ under ‘Local identity providers’:

Local identity providers

Authenticators

@ Authenticators updated

With this in place, the identity administrators may now allow users to log-in using the local IdP. [MEUG]

For active users, simply edit the user and select ‘Add authenticator’ in the ‘Authenticators’
(‘Identifikationsmidler’) section:

Add authenticator

Authenticators

Private NemID/MitID

Dedicated authenticators

Authenticators

|:| MitID app

Local Identity Providers

Authenticators

Authenticators (4 Cancel Add authenticator

And click ‘Add authenticator’:
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i Indtast brugernavn til lokalt identifikationsmiddel

Na&r du tildeler et lokalt identifikationsmiddel til brugeren, skal du

indtaste brugernavnet. Det er dét navn, brugeren skal anvende

sammen med et password for at logge ind og handle pa vegne af

organisationen. [

Brugernavn

tilvil@korsbaek

Adding local means of identification with the username above, will allow this user to log-in using:

e Any local IdP connected to the organisation; using

e ‘tilvil@korsbaek’ as username, i.e. value passed in <Subject><NamelD> section of SAML Assertion
issued by the Local IdP; and

e the organisation’s CVR number passed as OlO SAML
https://data.gov.dk/model/core/eid/professional/cvr attribute value.

The username must be unique within the organisation, identified by CVR number.

Usernames can also be associated by using the IdM API, we refer to [NLIDM] for details.

8.1 Dynamically assigned group memberships

With a local IdP your organisation will be able to appoint members of specific MitID Erhverv/FBRS rights
groups without having to specifically having the rights administrator assign membership using the MitID
Erhverv Ul or the IdM API.

Instead, group memberships are included as information in the assertion issued by the local IdP, where
group memberships are listed in the privileges attribute
(https://data.gov.dk/model/core/eid/privilegesintermediate). This mechanism allows the user organisation
to control membership by of these groups by — for example — use of local group memberships (such as Active
Directory groups or similar).

To prepare a MitID Erhverv group for this dynamic member assignment, the group must be assigned a
unique ID that is used by the local IdP to refer the group. This ID is assigned by the rights administrator in
MitID Erhverv (or by using the IdM API):
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User groups

User groups » Create user group

Master data for delegation group

Name of delegation group” Organisation name
‘ Test group number 0 ‘ Testorganisation nr.
91636003
Description CVR number
Test group 91636003

User group applies to

Testorganisation nr.

Unique Id for local IdP 91636003

‘ TestGroup0 ‘

The user organisation can now dynamically appoint membership of this group by adding a
Privilegesintermediate attribute to the issued assertion containing Base64 encoded UTF-8 bytes of a
privileges assignment according to [BPP]. The value must conform to the syntax described in [BPP] but with
different semantics since the XML structure is only used to hold a list of group IDs.

As an example, a user in the organisation with CVR 91636003 would be appointed as member of groups with
ids ‘TestGroup0’ and ‘TestGroupl’ in the established session by the following BPP structure:

<?xml version="1.0" encoding="UTF-8"?>
<bpp:PrivilegelList xmlns:bpp="http://digst.dk/oiosaml/basic_privilege_profile"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" >
<PrivilegeGroup Scope="urn:dk:gov:saml:cvrNumberIdentifier:91636003">
<Privilege>TestGroup®</Privilege>
<Privilege>TestGroupl</Privilege>
</PrivilegeGroup>
</bpp:Privilegelist>

NemLog-in will — after receiving such an assertion — assign relevant privileges from the groups to the Service
Provider requesting log-in. Other Service Providers participating in the same SSO session will also receive
relevant privileges.

Note, that the local IdP is not allowed to send actual privileges understood by NemLog-in Service Providers.
The only allowed form of Privilegesintermediate allowed to be sent by local IdPs is that above, exhibiting the
following properties:

e <PrivilegelList> must contain a single <PrivilegeGroup> element

e The <PrivilegeGroup> must have a Scope attribute, scoping the group to the same CVR number as
passed in the CVR number attribute.

e The <PrivilegeGroup> element must contain at least one <Privilege> element

e The value of <Privilege> elements must be a ‘Unique ID for local IdP’ for a MitID Erhverv user group.
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9 Authentication with test-IdP

There are two test-IdPs installed in the beta test environment. These are primarily used for internal testing
but can also be used by external parties who wish to inspect the log-in and log-out flows, message contents
etc.

This section describes how this is achieved.

9.1 Location of test-1dPs

The two inttest-leg instances are available at:

e https://testlocalidp0-int.sp-devtest4-nemlog-in.dk
e https://testlocalidpl-int.sp-devtest4-nemlog-in.dk

and the prod-leg instances at:

e https://testlocalidp0.sp-devtest4-nemlog-in.dk
e https://testlocalidpl.sp-devtest4-nemlog-in.dk

Metadata for the inttest instances are provides in Appendix B.

9.2 Connecting test-IdP to test-organisation

You connect the test-IdPs just like any other local IdP, as described in section 7.

But first you need to prepare the metadata file to use. Begin by using the metadata file for the test-IdP you
wish to use given in Appendix B.

Now select an EntitylD that you wish to use for the test-IdP in your test organisation setup. Replace the
EntitylD attribute value in the EntityDescriptor element with that chosen EntitylD. Remember, that the
EntitylD — although is has the syntax of a URL — is merely a name for the IdP; no traffic is sent to the EntitylD
URL and no response is expected if you attempt to “access” the EntitylD URL.

For example:
entityID="https://testlocalidp@-int.sp-devtest4-nemlog-in.dk"
becomes

entityID="https://idp.korsbaek.dk"

Note, that the EntitylD must have prefix ‘http://’ or ‘https://’.

This is the only change required. Now you can connect the test-IdP as described in section 7.

9.3 Authentication with the test-IdP

With the test-IdP connected to your test organisation, you are ready to perform authentications.

You can use the test-services that are available in the environment [Betatest], here we will use test service 3,
at https://sp3-int.sp-devtest4-nemlog-in.dk/.

The test service is also an internal testing tool and has a lot of different options. For a simple test, it suffices
to simply click “Login” in the lower left corner.
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LevelOfAssurance:
O Low O substantial O High O Not Specified
CredentialTypes:
O nemidkeycard O nemidkeyfile O mitid O local O test
Login || SigningLogin || Force || ForceSigningLogin || Passive || Log out

You will be redirected to NemLog-in, where you must select the ‘Local IdP’ pane, search for and the
connected IdP, and click Next.

NEMLOG-IN

NemID code card NemlD code file Local IdP

The General Data Protection Reg!
Choose organisation

The Danish Agency for Digitisation p

. . information when you use NemLog-i
Testorganisation nr. 91636003, 91636003, Hamm ‘ Y 9
We collect data from your NemID or

number. We keep a record of your u:

D Remember my choice months for security reasons.

Read more about the use of your pe
Next rights here (4

More information

You will then be redirected to the test-IdP. The top of the screen will display elaborate information about the
authentication request, and the bottom will show a Response form, that you must fill out to allow the IdP to

create and assertion for NemLog-in. Note, that the test-IdP does not perform any authentication as it is only
used for test-purposes.
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Response form

Select signing certificate

C=DK, OID.2.5.4.97=NTRDK-801235¢v

Select encrypting certificate

SERIALNUMBER=CVR:34051178-UIL v

In response to MessagelD

_11377a20-aa35-fe3d-78dd-661bd65¢

Issuer

https://idp.korsbaek.dk

NamelD Format

urn:oasis:names:tc:SAML:2.0:nameid-fo

Subject NamelID

tilvil@korshaek

Audience

https://saml.test-devtest4-nemlog-in.dk

SpecVer

0IO-SAML-3.0

CVR number

12212112

Organisation name

Korshaek

Level of Assurance

Substantial v

Additional attributes XML

Yz

List of OrganizationGroupldentifier values
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You need to fill out the following information that will enter the issued assertion:

e Issuer: Replace the default EntitylD with the EntityID you provided for the IdP in the uploaded
metadata.

e Subject NamelD: Supply the registered username for the employee identity you wish to
authenticate.

e CVR number: CVR number for the test organisation.

e Organisation name: Name of the test organisation.

o Level of assurance: LoA for the authentication.

Clicking Send will redirect your browser back to NemLog-in with a SAML AuthnResponse with a signed
assertion from the test-IdP. NemLog-in will lookup attributes for the user with the provided Subject NamelD
(username), issue an assertion for the requesting service provider, and perform another browser redirect
back to the service provider.

The test service will then establish a session and allow you to inspect the assertion, including attributes.
Note, that neither the assertion issued by the test-IdP nor any of its attributes are forwarded to the service
provider. The assertion received by the service provider an created in its entirety by NemLog-in.
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10 Signing

Employees in organisations with local IdP may approve organisational signatures or sealing using the local
IdP.

However, only users that have had their identity proven in MitID Erhverv in an activation process where their
private MitID has been used, may use a local IdP for signing operations.

10.1 Immediately active users

User organisations that are NSIS-approved have the option of activating users directly with registered
assurance level up to their NSIS approval level (usually Substantial) — so called ‘immediately active users’.
This requires either use of the IdM API or that registration is performed by an identity administrator who has
been assigned this privilege by the organisation administrator:

Administrator roles ~

If the user is to have one or more administrator roles you must se-
lect them below.

There must always an organisation administrator. You can there-
fore not remove the marker if the user is the only organisation ad-
ministrator in the organisation.

> Read more about administrator roles

Organisation administrator

User administrator

Is educated to create users on substantial assurance level.

User administrators with this privilege is denoted ‘NSIS-privileged user administrators’. NSIS-privileged user
administrators may create immediately active users be setting an assurance level of registration (‘registered
IAL’) as shown below:
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User information Steplof3 A

First name * Surname

‘ Test User ‘
Birthdate

CPR number (optional) Date Month Year

‘ 10 ‘ 10 ‘ 1970 ‘

Email Phone number (optional)

test@test.dk ‘

Anonymous
[ Mark user as anonymous
If you select Anonymous, the user's name will be hidden from

any services they log in to.
> Read more about anonymous users

The assurance level of registration

Substantial v

As mentioned, end users registered directly on Substantial (or higher) do not have to activate their identity
in MitID Erhverv but are - on the other hand - not allowed to perform signing operations since the (in that
case) purely local registration process does not conform to all requirements for issuing qualified certificates
which occurs when a document is signed.

10.2 Signing with local means of identification

Since users that must be able to perform signing operations must be activated with private MitID such users
must be created as described below:

1. Identity administrator: Create the user:
a. Set assurance level of registration to ‘Low’ (only for NSIS-privileged identity administrators,
plain identity administrators will not have this option).
b. Assign MitID means of identification to be used, private or dedicated.
c. Assign local means of identification (username)
2. User: Receives e-mail and follows activation link
3. User: Activates identity and presents private MitID

When the user has been activated the identity may be used for approving employee signatures and — if
allowed by the organisation — organisation sealing.

10.3 Emulating signature approval

If you wish to test signature approval but do not have a service that uses signing you can emulate a signature
flow by using the test-service available in [Betatest].

Begin by creating a test-user to use for signing. In the beta test environment, the process described in 10.2
must be preceded by creating the private identity for which the employee identity is to be created.

This is done in the MitID Simulator [Betatest]:
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MitID Simulator

Search identity  Create identity

Identity data

Maximum Authentication Assurance Level

Substantial

M ‘

Username

Tida713

Password

Test1234

First name

Tida

Middle name

Tullik

Last name

Karlsen

CPR-number (optionel)

1810701234

E-mail (optionel)

Private MitID

It is important that you mark the identity to be private and assign a fictitious CPR number.

Now create the user using the same name and date of birth:
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User information Steplof3 A
First name * Surname
‘ Tida Tullik ‘ ‘ Karlsen
Birthdate
CPR number (optional) Date Month Year
‘ ‘ 18 ‘ ‘ 10 ‘ ‘ 1970

Email

Phone number (optional)

‘ test@test.dk

Anonymous

[ Mark user as anonymous

If you select Anonymous, the user's name will be hidden from

any services they log in to.
> Read more about anonymous users

The assurance level of registration

Low

And assign authenticators:

e Private MitID
e Local IdP (username)

When completed, make note of the activation code.

Now click the activation link in the received email and accept the use of private MitID:
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H H Do you wish to use your private NemID/MitID on behalf of the
Using private you youre
organisation?
NemID/MltID > Read more about use of private NemID/MitID
Do you accept the use of your private NemID/MitID?
® VYes, I accept the use of my private NemID/MitID
O No, I do not wish to use my private NemID/MitID
You can find information here:
Guide to user profile activation (2 Cancel

Next, enter the noted activation code — and the user is activated.

Now the signature flow can be emulated using the test-service [Betatest]:

Digitaliseringsstyrelsen Internal Test SP OIOSAML-3.0 - https://saml.sp3-int.sp-devtest4-nemlog-in.dk

Front page Attribute Query page IdP Discovery page Delegation iframe STS Integration

Logged in: https://data.gov.dk/model/core/eid/person/uuid/5e71616d-06e6-4358-855b-279ee686ef37
SigningContext:
‘ <nl:SigningContext xmIns:nI="dk:gov:saml:extensions"><n|:ReferenceText>dGVsz==</nl:ReferenceText><nI:SecurityCode>ROFRTONZ</nI:SecurityCo<‘

Subject:

Nameld eg: https://data.gov.dk/model/core/eid/person/uuid/968d0e53-6d77-48eb-bdb0-a07efa9653df
SPNameQualifier eg: https://saml.sp3.test-dev-f.nI3

Nameld:‘ ‘SPNameQua]ifiei:‘

Scoping requesterld: (eg. https‘//saml.signing(lient.klasselotteriet.dk)l use ‘

‘ https://saml.signingclient.klasselotteriet.dk ‘

Scoping providerlD: (eg. https://testlocalidp0.test-dev-f.nI3 on dev-f)

Profile:

O professional O person O Not Specified

LevelOfAssurance:

O Low Substantial O High O Not Specified

CredentialTypes:

O nemidkeycard O nemidkeyfile O mitid O local O test

[ Login H SigningLogin H Force H ForceSigningLogin H Passive H Log out ]

© OIOSAML.NET (www.oiosaml.info).

e C(lick ‘Use’ to add a requesterlD.
e Select Substantial.
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e C(lick ‘ForceSigninglLogin’.

Lokal IdP Test login

Vil du logge pi
O test
Referencekode: GAQOCY @ Logger du pa fi
‘NemID noglek«
menuen med d
V%lg organisation Mere informat

- Sikkerhed (4

Korsbaek Kommune, 78878778, Teststrup og Korsl
L - Hjzelp til log_f
- Log_pd typer

Husk mit valg - Om NemLog-i
- Cookies p8 N¢

Webtilgaengel

- Tilgzengelighe

Databeskyttel

Now select the appropriate IdP and provide input in the test-IdP as described in section 9 above.

After accepting the terms for signing you will see the receipt page:

O test

Reference Code: GAQOCY ®

Signature type  Employee sighature @
Organisation Korshaek Kommune

Signer Tida Tulluk Karlsen (as employee)

When you click Sign, you sign the document digitally.

o ..
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When you click sign you will be allowed to inspect the contents of the special assertion issued during signing.
If no error messages are shown the signing flow is completed successfully.

Version date: 08-11-2022 Version: DRAFT 0.1 Page 36 of 46

ID:18



Integration with NemLog-in - Local IdP Digitaliseringsstyrelsen
NemLog-in

11 Technical requirements
11.1 Metadata

The organisation administrator supplies metadata for the local IdP. Metadata is uploaded in MitID Erhverv
when the IdP is registered as described in section 7.

Metadata requirements are the same, regardless of the chosen integration profile (OIOSAML3 or AD FS).

11.1.1 EntitylD
Metadata must conform to [OIOSAMLIdP]. Note that

e the chosen EntitylD must have prefix ‘https://’ or ‘http://’ — generalization of [010-GE-03] — and;
e multiple signing certificates are supported [Ol0-IDP-41]

11.1.2 Subject NamelD formats

The metadata must reflect the local IdP chosen Subject NamelD format amongst the five formats supported
by NemLog-in:

e urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

e urn:oasis:names:tc:SAML:2.0:nameid-format:Kerberos

e urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

e urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName
e urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName

11.1.3 SAML Single Sign on support

NemLog-in only supports SAML HTTP redirect binding for transmitting authentication requests to local IdPs.
(<SingleSignOnService> element in metadata).

11.1.4 SAML Single Logout support

NemLog-in supports both SAML HTTP redirect and POST bindings for transmitting logout requests to local
IdP (<SingleLogoutService> element in metadata).

11.2 Authentication requests

NemLog-in requests authentication at the local IdP by forwarding an AuthnRequest using SAML HTTP
redirect binding. This is the only binding supported for local IdPs.

The authentication request conforms to [OIOSAMLIAP] and convey the following information to the local IdP:

e Desired NSIS assurance level [OI0-SP-06]
e Desired attribute profile [010-SP-07] (always ‘https://data.gov.dk/eid/Professional’)

Identifiers in [] refer to requirements in [OIOSAMLIdP].
The authentication request conforms to the previous version of [OIOSAMLIAP] v1.0.2 wrt. the following:
e EntitylD of requesting Service Provider as <RequesterID> element [OI0-SP-09]

Note, that this behaviour is replaced in [OIOSAMLIAP] by the optional [OI0-SP-09] (ProviderName) which is
not currently implemented by NemLog-in.

You may use the test-IdPs to inspect <AuthnRequests> as described in section 9.
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11.2.1 AD FS profile specifics
When the local IdP uses the AD FS integration profile the data described in section 11.2 above is included in

the RelayState request parameter.

The contents of the <RequestedAuthnContext> element contains an AD FS specific <AuthnContextClassRef>
requesting multi-factor authentication as shown below:

<RequestedAuthnContext comparison="exact">
<AuthnContextClassRef
xmlns="urn:oasis:names:tc:SAML:2.0:assertion">http://schemas.microsoft.com/claims/multipleauthn</AuthnContex

tClassRef>
</RequestedAuthnContext>
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12 References

Most documentation is available here: https://migrering.nemlog-in.dk/nemlog-in-broker/test-og-
dokumentation/.

Reference Description

[LIG] Guide til implementering af lokal IdP v. 1.1.
https://www.mitid-erhverv.dk/avanceret/lokal-idp/

[OIOSAML3] https://digst.dk/it-loesninger/standarder/oiosaml-profiler/
Latest edition is: “OIOSAML Web SSO Profile 3.0.3”

[OIOSAMLIAP] https://digst.dk/it-loesninger/standarder/oiosaml-profiler/
Latest edition is: “OIOSAML Local IdP Profile 1.0.3”
See also: https://www.mitid-erhverv.dk/avanceret/lokal-idp/

[BPP] https://digst.dk/it-loesninger/standarder/oiosaml-profiler/
Latest edition is “OIOSAML Basic Privilege Profile 1.2”

[OIOSAML-Java] https://www.digitaliser.dk/news/6072243

[OIOSAML-NET] https://www.digitaliser.dk/news/6072243

[OI0SAML2.1.0] https://www.digitaliser.dk/resource/5833271

[NLBT] NemLog-in broker terms and conditions. <TBD>

[NLAdm] https://migrering.nemlog-in.dk/media/kgeliazh/25-brugermanual-til-nemlog-
in-administration-v-3.pdf

[NLIDM] https://migrering.nemlog-in.dk/mitid-erhverv/avanceret-setup/integration-

med-idm/

[NLIB] Integration with NemLog-in for Brokers.
https://broker.nemlog-in.dk/dokumentation-og-integration/ - See OIOSAML3
section.

[Betatest] Testportal for setting up test organisations:

https://testportal.test-devtest4-nemlog-in.dk/

MitID simulator, used for creating test identities:

https://mitidsimulator.test-devtest4-nemlog-in.dk

Use swagger Ul if a test-organisation with specific CVR/name is required:

https://testportal.test-devtest4-nemlog-
in.dk/swagger/index.html#/Organization/post api organization boextended

MitID Erhverv betatest, Production leg:
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Reference Description

https://erhvervsadministration.devtest4-nemlog-in.dk

MitID Erhverv betatest, Inttest leg:

https://erhvervsadministration.test-devtest4-nemlog-in.dk

Betatest logviewer (inttest leg only):

https://logviewer.test-devtest4-nemlog-in.dk/

Metadata for NemLog-in (Service Provider)

https://www.nemlog-in.dk/vejledningertiltestmiljo

[MEUG] MitID Erhverv user guides:
https://www.mitid-erhverv.dk/support/

https://www.mitid-erhverv.dk/support/vejledning/anvendelse/#
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13 Appendix A: Creating a test-organisation with Swagger Ul

Use the /api/organization/boextended method for creating a test-user organisation. [Betatest]

Pass parameters in the request body as described below.

Parameter Description

adminEmail

Your email address. Will be assigned to the test identity created.

password

Password used for the test identity

enableQualifiedCertificates

Boolean indicating if the test organisation is allowed to issue long term
qualified certificates. Not relevant for Local IdP integration. Pass false if in
doubt.

organizationType

Use either “Private” or “Public” to designate a private/public organisation,
respectively. You can use either value when testing local IdP.

createFbrsGroups Whether to create default rights groups in MitID Erhverv. Not relevant when
testing local IdP. Pass true.
uuid A random UUID generated by you, that will be assigned to the test

organisation.

administratorUuid

A random UUID generated by you, that will be assigned to the administrator
identity.

physicalPersonlAL

Assurance level of the organisations NSIS-approved registration process. To test
Local IdP, pass “Substantial”

name The name of the test organisation created.
cvrNumber CVR number of the test organisation created.
adminCpr Fictitious CPR number for the test identity created.

adminUsername

Username for the test identity created.

adminMaxRegisteredIAL

The maximum identity assurance level that the test administrator can assign to
created users. Use “Substantial”.
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14 Appendix B. Metadata

14.1 Local IdP sample metadata

<?xml version="1.0" encoding="utf-8"?>
<md:EntityDescriptor xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata
ID="_4f022ebe-5055-491f-b0d9-e7c422c98f3c" entityID="https://your-entity-id">
<md:IDPSSODescriptor WantAuthnRequestsSigned="true"

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<md:KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIGfD..</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>

</md:KeyDescriptor>

<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://your-site.dk/SingleLogout/ServiceProvider/" ResponselLocation="https://your-
site.dk/SingleLogout/LogoutResponse/" />

<md :NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>

<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://your-site.dk/SingleSignOn/"/>

<saml:Attribute Name="https://data.gov.dk/model/core/specVersion" FriendlyName="SpecVer
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/concept/core/nsis/loa"
FriendlyName="NSISLevelOfAssurance"” NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/model/core/eid/professional/cvr"
FriendlyName="CVR" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/model/core/eid/professional/orgName"
FriendlyName="OrganizationName" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/model/core/eid/privilegesIntermediate”
FriendlyName="Privileges" NameFormat="urn:oasis:names:tc:SAML:2.0@:attrname-format:uri"/>

</md:IDPSSODescriptor>

</md:EntityDescriptor>

14.2 Test-IdP metadata
Metadata for beta test (inttest-leg) local IdP O.

<?xml version="1.0" encoding="utf-8"?>
<md:EntityDescriptor xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
ID="_4f022ebe-5055-491f-b0d9-e7c422c98f3c" entityID="https://testlocalidp@-int.sp-devtest4-nemlog-in.dk">

<md:IDPSSODescriptor WantAuthnRequestsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>

<ds:X509Certificate>MIIGFDCCBLCgAWIBAgIUZ1YmSHOCVIarpROGn3rdlpgljSgwQQYIKoZIhvcNAQEKMDSgDzANBglghkgB
ZQMEAgEFAKECMBOGCSqGSIb3DQEBCDANBglghkgBZQMEAEEFAKIDAGEEMGSXLTArBgNVBAMMIER1biBEYW5za2UgU3RhdCBPQOVTIHVKC3R1
ZGVUZGUtQOEGMTETMBEGALUECWWKVGVZdCAtIGNOaTEYMBYGALUECEWPRGVUIERhbNNrZSBTAGFOMQswCQYDVQQGEWIESzAeFwOyMjAZMTEW
ODA3MDVaFwOyNTAzMTAwWODA3MDRaMIGSMRkwFwYDVQQDDBBUZXNOTGOjYWxJIZFAgY3RpMTcwNQYDVQQFEY5VSTpESYy1POkc6ZWM1ZDBmNzMt
MWE4Zi@0YjlhLTglMmQtZDVkYzVmYmE3YzA3MRYwWFAYDVQQKDAINYWNoaW51IFRYYWRIMRcwFQYDVQRhDASOVFJESY@4MDEYMzU2NTELMAKG
A1UEBhMCREswggGiMAOGCSqGSIb3DQEBAQUAAAIBjwAWggGKAOIBgQDPP004h+Ah96XB9d0e3nYR15g+eahPZMA1UvVGNnXy1lzFBB5Pw6hTd59
IcCVVphSZ8sVVdfvAeUlNYy2eZJahDNCaVkatO+klmocbhHLxa+Hg5Twm9x/@IsenzmIMvpQ4p3932CclbIrGg7mITTG82cj6XphR/Mh+0gM
OpN3iLecCa24pk7nw/ZakotWAIfWoIHjp8MAVsTRjVBVoLgQif9FW20B1HUdOITNpgKwL /1kd5VDVrvHk2UU1PZZz90EXxM+ZdYBC2US5FbesTC
BKaaQk/1hx6qsJgFzivlZDy/eACh2IRel930ehh+uwdVFA1Crf1uVMircXYM1xJIX00szdKjHdLnaUteiVFnFCIXRryil6R6WproZKtH/ nr+Q
nS9dbG1OL9YrphgXHw3hSKwyWlkmcvM1sdDT886NQNRwD6t6U5CUroQ1zUIW3FxQgn7Ah50uyXmf967MfG75W1hBoMYp6Dr3APVZwxsQhOMA
shi+8mdeVqE41gZLrQj3Xqku8IMCAWEAAAOCAYYwggGCMAWGAIUdEWEB/WQCMAAWHWYDVROjBBgWFoAUfy1f2XGZQuJ159¢c1di5NCCVtdl4w
ewYIKwYBBQUHAQEEbzBtMEMGCCsGAQUFBzAChjdodHRWOi8VvY2EXLmNOaS1nb3YuZGsvb2Nlcy9pc3NlaW5nLzEvY2FjZXJ0L21zc3Vpbmcu
Y2VyMCYGCCsGAQUFBzABhhpodHRwOi8vY2ExLmNOaS1nb3YuZGsvb2NzcDAhBgNVHSAEGjAYMAEGBEQAj30BATAMBE0oqgVCBKQEBAQMHMDSG
CCsGAQUFBWEDBC8WLTArBggrBgEFBQcLAjAfBgcEATIVSSQECMBSGEMhO@dHBz0i8vdWlkLmdvdiSkazBFBgNVHR8EPjA8MDqgOKA2hjRodHRw
0i8VvY2EXLmN@aS1nb3YuzZGsvb2N1lcy9pc3NlaW5nLzEvY3IsL21zc3VpbmcuY3IsMBOGA1UdDEQWBBT2cIh3YvZDxCG3KrkkotQzVKMEMmjAO
BgNVHQ8BAT8EBAMCBaAWQQYJIKoZIhvcNAQEKMDSgDzANBglghkgBZQMEAgEFAKE cMBoGCSqGSIb3DQEBCDANBglghkgBZQMEAGEFAKIDAGEE
A4IBgQCskwIZEITcfoeimXRQ5AfOkTihkV3uFPZgWWhPrtOmEcI+6fXZbtFz1GsLPvtFUg4p2cCxys62BMkIytLBGWIYuuX4z1zswlUFOHKT
6y+sQWrVzLXmOZpYNpV+VFfit7EvagYNAUC8F3SpzQLVUdzHcqorMbmOhpQYjPbg3270j60nSZkg128kMGX041if0/ /WCN350bViBHfb50+MRe
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VnhcMYIcSB+fj/D8W+1dSwOGFV8QpbjIqAD6bzjTRKweg/wjGv+rByr6UTA2v3UjRIHXkFiOfXknkynSunedTw5r1j2IymIMjzRul2ivV+/Bo
OFUvTawdgNNCgVzgA50GR/wZk4SZ1BasTt4omPStgqshW+yM51/af32PmvNi5SNKMOGA8zUZIgac+nv5KXdRQHYY5DC/QnEs1DVcd7mQ6RV2S1
V+00e30IhMog4KXDb73nAjdY017+rcQ2g0cEQ3khVPgv6tLAfEH/XE5RKOXUAGh1CpNY8k6SZdQFMATTtp7p8pE=</ds :X509Certificate
>
</ds:X509Data>
</ds:KeyInfo>

</md:KeyDescriptor>

<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://testlocalidp@-int.sp-devtest4-nemlog-in.dk/SingleLogout/ServiceProvider/"
ResponselLocation="https://testlocalidp@-int.sp-devtest4-nemlog-in.dk/SingleLogout/LogoutResponse/"/>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>

<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://testlocalidp@-int.sp-devtest4-nemlog-in.dk/SingleSignOn/"/>

<saml:Attribute Name="https://data.gov.dk/model/core/specVersion" FriendlyName="SpecVer"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/concept/core/nsis/loa"
FriendlyName="NSISLevelOfAssurance"” NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/model/core/eid/professional/cvr"
FriendlyName="CVR" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/model/core/eid/professional/orgName"
FriendlyName="OrganizationName" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/model/core/eid/privilegesIntermediate”
FriendlyName="Privileges" NameFormat="urn:oasis:names:tc:SAML:2.0@:attrname-format:uri"/>

</md:IDPSSODescriptor>

</md:EntityDescriptor>

Metadata for beta test (inttest-leg) local IdP 1.

<?xml version="1.0" encoding="utf-8"?>
<md:EntityDescriptor xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
ID="_4f022ebe-5055-491f-b0d9-e7c422c98f3c" entityID="https://testlocalidpl-int.sp-devtest4-nemlog-in.dk">
<md:IDPSSODescriptor WantAuthnRequestsSigned="true"

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<md:KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIGFDCCBLCgAWIBAEIUZ1YmSHOCVIarpROGn3rdlpgljSgwQQYIKoZIhvcNAQEKMDSgDzANBglghkgB
ZQMEAgEFAKECMBOGCSqGSIb3DQEBCDANBglghkgBZQMEAEEFAKIDAGEEMGSXLTArBgNVBAMMIER1biBEYW5za2UgU3RhdCBPQOVTIHVKC3R1
ZGVUZGUtQOEGMTETMBEGALUECWWKVGVZdCAtIGNOaTEYMBYGALUECEWPRGVUIERhbNNrZSBTAGFOMQswCQYDVQQGEWIESzAeFwOyMjAZMTEW
ODA3MDVaFwOyNTAzMTAwWODA3MDRaMIGSMRkwFwYDVQQDDBBUZXNOTGOjYWxJIZFAgY3RpMTcwNQYDVQQFEY5VSTpESYy1POkc6ZWM1ZDBmNzMt
MWE4Zi@0YjlhLTglMmQtZDVkYzVmYmE3YzA3MRYwWFAYDVQQKDAINYWNoaW51IFRYYWRIMRcwFQYDVQRhDASOVFJESY@4MDEYMzU2NTELMAKG
A1UEBhMCREswggGiMAOGCSqGSIb3DQEBAQUAAAIBjwAWggGKAOIBgQDPP004h+Ah96XB9d0e3nYR15g+eahPZMA1UvVGnXy1lzFBB5Pw6hTd59
IcCVVphSZ8sVVdfvAeUlNYy2eZJahDNCaVkatO+klmocbhHLxa+Hg5Twm9x/@IsenzmIMvpQ4p3932CclbIrGg7mITTG82cj6XphR/Mh+0gM
OpN3iLecCa24pk7nw/ZakotWAIfWoIHjp8MAVsTRjVBVoLgQif9FW20B1HUdOITNpgKwL /1kd5VDVrvHk2UU1PZz90EXxM+ZdYBC2US5FbesTC
BKaaQk/1hx6qsJgFzivlZDy/eACh2IRel930ehh+uwdVFA1Crf1uVMircXYM1xJIX00szdKjHdLnaUteiVFnFCIXRryil6R6WproZKtH/ nr+Q
nS9dbG1OL9YrphgXHw3hSKwyWlkmcvM1sdDT886NQNRwD6t6U5CUroQ1zUIW3FxQgn7Ah50uyXmf967MfG75W1hBoMYp6Dr3APVZwxsQhOMA
shi+8mdeVqE41gZLrQj3Xqku8IMCAWEAAAOCAYYwggGCMAWGAIUdEWEB/WQCMAAWHWYDVROjBBgWFoAUfy1f2XGZQuJ159c1di5NCCVtdl4w
ewYIKwYBBQUHAQEEbzBtMEMGCCsGAQUFBzAChjdodHRWOi8VvY2EXLmNOaS1nb3YuZGsvb2Nlcy9pc3NlaW5nLzEvY2FjZXJ0L21zc3Vpbmcu
Y2VyMCYGCCsGAQUFBzABhhpodHRwOi8vY2ExLmNOaS1nb3YuZGsvb2NzcDAhBgNVHSAEGjAYMAEGBEQAj30BATAMBE0oqgVCBKQEBAQMHMDSG
CCsGAQUFBWEDBC8WLTArBggrBgEFBQcLAjAfBgcEATIVSSQECMBSGEMhO@dHBz0i8vdWlkLmdvdiSkazBFBgNVHR8EPjA8MDqgOKA2hjRodHRw
0i8VvY2EXLmN@aS1nb3YuzZGsvb2N1lcy9pc3NlaW5nLzEvY3IsL21zc3VpbmcuY3IsMBOGA1UdDEQWBBT2cIh3YvZDxCG3KrkkotQzVKMEMjAO
BgNVHQ8BAT8EBAMCBaAWQQYJIKoZIhvcNAQEKMDSgDzANBglghkgBZQMEAgEFAKE cMBoGCSGGSIb3DQEBCDANBglghkgBZQMEAGEFAKIDAGEE
A4IBgQCskwIZEITcfoeimXRQ5AfOkTihkV3uFPZgWWhPrtOmEcI+6fXZbtFz1GsLPvtFUg4p2cCxys62BMkIytLBGWIYuuX4z1zswlUFOHKT
6y+sQWrVzLXmOZpYNpV+VFfit7EvagYNAUC8F3SpzQLVUdzHcqorMbmOhpQYjPbg3270j60nSZkg128kMGX041if0/ /WCN350bViBHfb50+MRe
VnhcMYIcSB+fj/D8W+1dSwOGFV8QpbjIqAD6bzjTRKweg/wjGv+rByr6UTA2v3UjRIHXkFiOfXknkynSunedTw5r1j2JymIMjzRul2ivV+/Bo
OFUvTawdgNNCgVzgA50GR/wZk4SZ1BasTt4omPStgqshW+yM51/af32PmvNi5SNKMOGA8zUZIgac+nv5KXdRQHYY5DC/QnEs1DVcd7mQ6RV2S1
V+00e30IhMog4KXDb73nAjdY017+rcQ2g0cEQ3khVPgv6tLAfEH/XE5RKOXUAGh1CpNY8k6SZdQFMATTtp7p8pE=</ds :X509Certificate
>
</ds:X509Data>
</ds:KeyInfo>

</md:KeyDescriptor>

<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://testlocalidpl-int.sp-devtest4-nemlog-in.dk/SingleLogout/ServiceProvider/"
ResponselLocation="https://testlocalidpl-int.sp-devtest4-nemlog-in.dk/SingleLogout/LogoutResponse/"/>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>

<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://testlocalidpl-int.sp-devtest4-nemlog-in.dk/SingleSignOn/"/>
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<saml:Attribute Name="https://data.gov.dk/model/core/specVersion" FriendlyName="SpecVer"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/concept/core/nsis/loa"
FriendlyName="NSISLevelOfAssurance"” NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/model/core/eid/professional/cvr"
FriendlyName="CVR" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/model/core/eid/professional/orgName"
FriendlyName="OrganizationName" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<saml:Attribute Name="https://data.gov.dk/model/core/eid/privilegesIntermediate”
FriendlyName="Privileges" NameFormat="urn:oasis:names:tc:SAML:2.0@:attrname-format:uri"/>

</md:IDPSSODescriptor>

</md:EntityDescriptor>
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15 Appendix C. Assertion

<Assertion ID="_5ae7609a-2330-4a7b-8c49-d1lda3el6dedf" Issuelnstant="2022-10-19T707:44:08.724Z" Version="2.0"
xmlns="urn:oasis:names:tc:SAML:2.0:assertion">
<Issuer>https://hammerup.sp-devtest4-nemlog-in.dk</Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="#_5ae7609a-2330-4a7b-8c49-dlda3el6desdf">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>AB8LzF+mgqQfwxDqUlaDjQ+rzV/SdM/LsvlscQY27aKA=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>gDRk8Sys9b9EBgIjI6gkRhUTi72sytY1QghpgmKEPVjjrCay/15YDPQswmxXjikTd4iH9b1lMb3Izz/mapefH
Vv5+AH1xuriC00jiRn+ZMCNLXxX824eSe9+0LStRHRFFhaBnLQkGNi@9wrEhiOld/CCbhBCzM6UEb83Pzq5GhUCIHZ8NdMAb8V2udmImaBWmz7
MO8E6KSVZ1leg/tEIsAMjMBUCeuuEaJwpLEKiA/e88UUpth2s0CV1vBQ58SLdbI+qTY6k5qcdtaqUkdFETP1wgIBET+KSOXEg5T5KvIXaX1x
Xx19yhMS/4tTyKBm7Py0O/WqV1kZh4uVqTZprxgMmvOVmCra@oXTvPNigwF22nIFGul9MAtTDQ8ZeUKfiGTLbR6QLiNovOX8y+3YaYb8S7XP52
iU5xzg+q4xSsbj5R6v8TcdYS2ndgBpveBopKCpM4ZK7d+qgOEsbXE16aYQCE/gwsVaGz3FS70/X1wSp772GQrxG7WqFVKTeG7rpmqd4D</Si
gnatureValue>

<KeyInfo>
<X509Data>

<X509Certificate>MIIGFDCCBLCGAWIBAgIUZ1YmSHOCVIarpROGN3rdlpqdjSgwQQYIKoZIhvcNAQEKMDSgDzANBglghkgBZQM
EAgEFAKECMBOGCSqGSIb3DQEBCDANBglghkgBZQMEAGEFAKIDAgEEMGSXLTArBgNVBAMMIER1biBEYWS52za2UgU3RhdCBPQOVTIHVkc3R1ZGY
UZGUtQOEgMTETMBEGA1UECWWKVGVZzdCAtIGNOaTEYMBYGA1UECEWPRGVUIERhbNNrZSBTdGFOMQswCQYDVQQGEWIESzAeFwOyMjAzMTEWODA
3MDVaFwOyNTAzMTAwWODA3MDRaMIGSMRkwFwYDVQQDDBBUZXNOTGOjYWxIZFAgY3RpMTcwNQYDVQQFEY5VSTpESY1POkc6ZWM1ZDBmNzMEMWE
47100YjlhLTg1MmQtZDVKkYzVmYmE3YzA3MRYwFAYDVQQKDAINYWNoaW51IFRyYWRIMRcwFQYDVQRhDASOVFJESYy@4MDEYyMzU2NTELMAKGALU
EBhMCREswggGiMAGGCSqGSIb3DQEBAQUAAAIBjwAWggGKAOIBEQDPP004h+Ah96XB9d0e3nYR15g+eahPZMA1UVGNXy1zFBB5Pw6hTd59IcC
VVphSZ8sVVdfvAeUINYy2ezJahDNCaVkatO+klmocbhHLxa+Hg5Twm9x/0IsenzmIMvpQ4p3932Cc1bIrGg7mITTG82cj6XphR/Mh+0gMOpN
3iL@cCa24pk7nw/ZakotWAIfWoIHjp8MAVsTRjV8BVoLgQif9FW20B1HUdOITNpgKwL /1kd5VDVrvHk2UU1PZz90ExM+ZdYBC2US5FbesTCBKa
aQk/1hx6qsJgFzivlZDy/eACh2IRel1930ehh+uwdVFALCrf1uVMircXYM1xIX00szdKjHdLnaUteiVFnFCIXRryil6R6WproZKtH/nr+Qns9
dbG10L9YrphgXHw3hSKwyW1lkmcvM1sdDT886NQNRwWD6t6USCUroQ1lzU1W3FxQgn7Ah50uyXmf967MfG75W1hBoMYp6Dr3APVZwxsQhOMAshiW
+8mdeVqE41gZLrQj3Xqku8IMCAWEAAAOCAYYwggGCMAWGALIUdEWEB/WQCMAAWHWYDVROjBBgWFoAUfYyif2XGZQuJ159c1di5SNCCVtdlawewY
IKwYBBQUHAQEEbzBtMEMGCCsGAQUFBzAChjdodHRWOi8vY2EXLmMNO®aS1nb3YuzZGsvb2N1lcy9pc3NlaW5SnLzEvY2FjZXJ0oL21zc3VpbmcuY2Vv
yMCYGCCsGAQUFBzABhhpodHRwOi8vY2EXxLmN@®aS1nb3YuZGsvb2NzcDAhBgNVHSAEGjAYMAgGBEQAj30BATAMBgoqgVCBKQEBAQMHMDSGCCs
GAQUFBWEDBC8wWLTArBggrBgEFBQCcLAjAFfBgcEATIVSSQECMBSGEMhO@dHBz0i8vdWlkLmdvdiSkazBFBgNVHR8EPjABMDqgOKA2hjRodHRWO18
VY2EXLmN@®aS1nb3YuzZGsvb2N1lcy9pc3NlaW5nLzEvY3JIsL21zc3VpbmcuY3JIsMBOGA1UADEQWBBT2cIh3YvZDxCG3Krkk@tQzVKMEmjAOBgN
VHQ8BAf8EBAMCBaAwWQQYJIKoZIhvcNAQEKMDSgDzANBglghkgBZQMEAGEFAKECMBOGCSqGSIb3DQEBCDANBglghkgBZQMEAGEFAKIDAGEEAAT
BgQCskwIzEITcfoeimXRQ5AfOkTihkV3uFPZgWWhPrtOmEcI+6fXZbtFz1GsLPvtFUg4p2cCxys62BMkIytLBGWIYuuX4z1zswlUFOHKT6Y+
sQWrVzLXmOZpYNpV+VFit7EvagYNAUC8F3SpzQLVUdzHcqorMbmOhpQYjPbg3270j60nSZkg128kMGX04if0/ /wCN350bViBHfb50+MReVnh
CMYIcSB+fj/D8W+1dSwOGFV8QpbjIqAD6bzjTRKweg/wjGv+rByr6UTA2v3UjRIHXkFi@fXknkynSunedTw5r1j2JymIMjzRul2iV+/Bo@FU
vTaw@gNNCgVzgA50GR/wZk4SZ1BasTt4omPStgshiW+yM51/af32PmvNi5NKMO9GA8zUZIgac+nv5KXdRQHYY5DC/QnEs1DVcd7mQ6RV2S1V+o
0e30IhMog4KXDb73nAjdY017+rcQ2g0cEQ3khVPgv6tLAfEH/XE5RKOXUAGh1CpNY8k6SZdQFMdTTtp7p8pE=</X509Certificate>

</X509Data>
</KeyInfo>
</Signature>
<Subject>

<NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent”>thomasnymand</NameID>
<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<SubjectConfirmationData InResponseTo="_7a018efl-f4be-a6bc-089e-ed23ccdf7d7f"
NotOnOrAfter="2022-10-19T07:54:08.724Z" Recipient="https://test-devtest4-nemlog-in.dk/localidp/saml/1.0/"/>
</SubjectConfirmation>
</Subject>
<Conditions NotBefore="2022-10-19T07:44:08.708Z" NotOnOrAfter="2022-10-19T07:54:08.708Z">
<AudienceRestriction>
<Audience>https://saml.test-devtest4-nemlog-in.dk</Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
<Attribute Name="https://data.gov.dk/model/core/specVersion"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<AttributeValue>0I0-SAML-3.0</AttributeValue>
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</Attribute>
<Attribute Name="https://data.gov.dk/model/core/eid/professional/orgName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<AttributeValue>Org</AttributeValue>
</Attribute>
<Attribute Name="https://data.gov.dk/model/core/eid/professional/cvr"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<AttributeValue»>91636003</AttributeVvalue>
</Attribute>
<Attribute Name="https://data.gov.dk/concept/core/nsis/loa"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<Attributevalue>Substantial</AttributeValue>
</Attribute>
<Attribute Name="https://data.gov.dk/model/core/eid/privilegesIntermediate”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">

<AttributeValue>PD94bWwgdmVyc21lvbjOiMSAwIiB1bmNvZGluZz@iVVRGLTgiPz4NCjxicHA6UHIpdmlsZWd1TG1zdCB4bWxu
czpicHA9ImhOdHA6LYy9kaWdzdC5kay9vaW9zYW1lsL2Jhc21jX3ByaXZpbGVnZVOwcm9OmaWx1IiB4bWxuczp4c2k9Imh@dHA6LY93d3cudzMu
b3InLzIWMDEVWEIMU2NOZW1hLWluc3RhbmN1IiA+DQogICAgPFByaXZpbGVnZUdyb3VwIFNjb3B1PSI1cm46ZGs622920nNhbWw6Y3ZyTnVt
YmVySWR1bnRpZm1lcjo5MTYzNjAwMyI+DQogICAgICAgIDXQcml2aWx1Z2U+VGVzdEdydXBwZULkPC9Qcml2aWx1Z2U+DQogICAgPCOQcml2
aWx1Z2VHcm91cDANCjwvYnBwO1ByaXZpbGVnZUxpc3Q+</AttributeValue>

</Attribute>

</AttributeStatement>

<AuthnStatement AuthnInstant="2022-10-19T07:44:08.708Z" SessionIndex="24-28-6E-DC-94-31-95-0E-49-72-
70-57-F8-05-53-8A-25-60-6A-42">

<AuthnContext>
<AuthnContextClassRef>https://data.gov.dk/concept/core/nsis</AuthnContextClassRef>
</AuthnContext>
</AuthnStatement>
</Assertion>
Version date: 08-11-2022 Version: DRAFT 0.1 Page 46 of 46

ID:18



