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1 Introduction

This document describes how an it-system should be integrated with the NemLog-in3 OlO SAML interfaces.

NemLog-in3 supports two distinct SAML integration interfaces, supporting the two current 010 SAML

profiles, OIO SAML 2.1.0and OIO SAML 3.0.2. The document is an integration guide and does not provide all
SAML profile details. These are described in the OO SAML profile documents [OIOSAML3], [OI0OSAML2.1.0].

1.1 Prerequisites

The readeris expected to be familiar with the most recent version of the OlO SAML 3 profile [OIOSAML3].

1.2 Intended audience

This document is a technical implementation guide aimed at architects and developers.

1.3 Terminologi

Term Description

Identity Provider

An Identity Provider (IdP) is a trusted entity that
authenticates users and generates
authentication assertions or other assertions
that vouch for a user’s (subject's) identity.

Service Provider

A Service Provider (SP) is an entity that relies on
assertions from an Identity Provider (IdP) to
authenticate or authorize subjects' actions on
its resources.

Assertion

Data structure produced by an Identity Provider
(SAML authority) or similar regarding anact of
authentication. The assertion provides
information on the authentication performed
by a User, attribute information about the User,
and/or authorization permissions applying to
the User with respect toa specified resource.

Metadata

Service Providers and Identity Providers gather
the information needed to execute the SAML
protocol in so-called metadata XML files.
NemLog-in metadata contains:

e EntitylD — a unique identifier for the
party (SP/IdP) in the federation

e Cryptographickeys in the form of X.509
certificates - used for signing and
encryption

e Protocol endpoints
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2 Referenceimplementations

Correct implementation of a SAML integration from scratchis a difficult taskthat require expertiseanda
substantial development and testing effort.

For this reasonwe strongly recommend that your integration with NemLog-in makes use of available SAML
software, preferably one of the available Ol0 SAML reference implementations:

e OIlO SAML for Java— [OIOSAML-Java]
e OIOSAML for C#/.NET — [OIOSAML-NET]

These software packages provide sample code and demonstration applications for both authenticationand
attribute query integrations.

Even if you plan use another SAML implementation the reference implementations will be very useful to
allow developers to familiarize themselves with the SAML protocol and OIO SAML specifics.
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3 Available features

NemLog-in3 functionality is available to both public and private service providers. There are, however, some
features that are only available to public services providers.

Thes are summarisedin the table below.

Feature Available Available Remarks
to public to private

service service
providers providers

OI0OSAML 2.1.0 Backwards compatibility for public service
interface providers is ensured by allowing access to
OIO SAML 2.1.0 endpoints.

OI0O SAML 3.0.2 Yes Yes

interface

Attribute Service Yes Yes The NemLog-in Attribute Service should be
used to enhance end-user privacy by
allowing the SP to only request a minimal
attribute set during authenticationand then
subsequently request additional attributes.

Single Sign-on Yes No Private service providers are not allowed to
participate in NemLog-in SSO. Note, that
private service providers are must
nevertheless implement the Single log-out
profile.

Single Logout (SLO) Yes Yes Even though private service providers are

(required) (required) not allowed participation in NemLog-in SSO
they must implement support for SLO.

FBRS access rights Yes No Private service providers are not allowed to
specify the Privileges attribute in metadata.
See [OIOSAML3], section6.2.3.

CPR attributes Yes No Private service providers are not allowed to
specify the CPR attribute in metadata. This
alsoprevents access to CPR attributes by
Attribute Query.
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4 Architectural overview

This section provides an overview of the architecture and shows the most common usage scenarios by
example.

4.1 Integration overview

NemLog-in acts as anidentity broker. Service providers use NemLog-in for authentication. OIOSAML
assertions issued by NemLog-inas a result of the authentication process conveys information about the
authenticatedidentity to the service provider. Identity information is loosely coupled to the identification
means (NemID, MitID or local) used in the authentication process. This allows the service provider to deal
with the application centric aspects of authentication (who is authenticated, what was the authentication
strength)and not to deal with different types of identification means, different authentication protocols etc.

Identity Provider

Service Provider o)

Local IdP

FIGURE 1: INTEGRATION OVERVIEW

! Local identificationmeans will be available by the use of Local IdPs employed by individualuser organisations in a later
release.
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4.2 Access with authentication

The first scenario shows the interaction where a user accesses a Service Provider directly (via her browser)to
get a service with no prior session established.

/ Identity Provider
(NemLog-in)

3. Authenticate

( . \ 2. <AuthnRequest> 4. <AuthnResponse>

Request service

Service Provider
5. Appl|cat|on resource

FIGURE 2: ACCESS WITH AUTHENTICATION

The steps are:

1) The userrequests (via her browser) a web application resource from the Service Provider.

2) The Service Provider determines that the resource is protected and that the user has no current
session. The Service Provider creates andsigns anauthentication request and redirects the user to
the Identity Provider with the request as a parameter.

3) The Identity Provider receives the authentication request, learns that the user has no current (IdP)
session, and therefore initiates authentication of the user. The user authenticates with valid
credentials (NemID or MitID).

4) After successful authentication, the Identity Provider establishes a session and redirects the user
back to the Service Provider with a response containing a signed SAML assertion. The Service
Provider validates the assertion, creates a user session and performs an authorization check on the
resource originally requested by the user.

5) If the authorization check succeeds, the requested application resourceis returnedto the user.
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4.3  Access with single sign-on

The second scenario shows the interaction where a user accesses a Service Provider directly (via her
browser)to get a service when an Identity Provider session has previously been established.

( ‘ 2. <AuthnRequest> 3. <AuthnResponse>

1. Request service
\ Service Provider
* Applcation 'K

FIGURE 3: ACCESS WITH SINGLE SIGN-ON

Identity Provider
(NemLog-in)

The steps are:

1) The userrequests (via her browser) a web application resource from the Service Provider.

2) The Service Provider determines that the resourceis protected and that the user has no current
session. The Service Provider creates and signs anauthentication request and redirects the user to
the Identity Provider with the request as a parameter.

3) The Identity Provider receives the authentication request, learns that the user has an active session,
and therefore initiates single-sign on. The ldentity Provider redirects the user back to the Service
Provider with a response containing a SAML assertion.

4) The Service Provider validates the assertion, creates a user session, and performs an authorization
check on the resource originally requested by the user. If the authorization check succeeds, the
requested application resourceis returned tothe user.
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4.4 Access via portal and use of attribute query

The third scenario shows the interaction where a useraccesses a Service Provider via a portal and an Identity
Provider session has previously been established

Identity Provider

(NemLog-in)
Attribute Service
(NemLog-in)

4. <AuthnResponse>

Service Provider

Juau0) 1s9nbay ‘T

Portal

FIGURE 4: ACCESS VIA PORTAL AND USE OF ATTRIBUTE QUERY

The steps are:

1) The useraccesses the Portal which aggregates content and services from different Service Providers.

2) Viathe portal, the user requests anapplication resource from a Service Provider. In browser-based
integration scenarios, the portal will either link to the Service Provider or frame its content (e.g.
using aniframe). Web service integrationis thus not considered.

3) The Service Provider determines that the resourceis protected and that the user has no current
session. The Service Provider therefore creates and signs an authentication request and redirects the
user to the Identity Provider by posting this request.

4) The ldentity Provider receives the authentication request, learns that the user has an active session,
and therefore initiates single sign-on. The Identity Provider redirects the user back to the Service
Provider with a response containing a SAML assertion. The Service Provider validates the assertion,
creates a user session, and performs an authorization check on the resource originally requested by
the user.

5) The Service Provider determines that it needs additional attributes about the user in order to either
make an authorization decision or deliver its service, soit sends an attribute query to the Attribute
Service co-located with the Identity Provider.

6) The Attribute Service authenticates and authorizes the query and returns an attribute assertion. The
assertionis validated by the Service Provider and the attributes are extractedfor usee.g.in an
access decision.

7) The application resource originally requested by the useris returned (if access decision allows it).
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4.5 Single Log-Out

A natural supplement to Single Sign-On is Single Logout whereby a user can terminate her current sessions
with all Service Providers and Identity Providers.

V\

3. <LogoutRequest>

Service Provider 2 \ \

4. <LogoutResponse>.

\

_—

(. 2. <logoutRequest> | 5. <LogoutResponse>

\

1. Request Single Log-Out

\ \ Service Provider 1
6. Gonfirmation\

Identity Provider

(NemLog-in)

FIGURE 5: SINGLE LoG-OuTt

The steps are:

1) The user contacts Service Provider 1 (e.g. by clicking ‘Log out’) to request Single Log out.

1) Service Provider 1 contacts the user’s Identity Provider to request Single Log out.

2) The Identity Provider determines which additional Service Providers the user has active sessions
with (Service Provider 2) and sends them a request for logout.

3) Service Provider 2 terminates his user session and responds to the Identity Provider.

4) The Identity Provider terminates his user session and responds to the Service Provider.

5) The Service Provider responds with a confirmation to the user that all current sessions have
been terminated.
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5 NemlLog-in interfaces

NemLog-in provide a set of interfaces available to service providers. These are summarizedin the table
below.

Interface/API Description

OIOSAML 3.0.2 interface The interface used by service providers for authentication.

Attribute Service This optional service implements the SAML 2.0 Attribute Query
protocol. The service allows service providers toimplement
privacy friendly solutions that request a minimal attribute set
during authenticationand obtain additional attributes later.

Security Token Service (STS) If your application needs access to public web services that
utilize the OIO-IDWS standard for authenticationand
authorization, you must use the STS for token exchange.

We refer to [OIOIDWS] for details.

Lookup services A few service providers will need to use these new services to
obtain attributes.

To obtain access tothese endpoints the service provider must
register a web service client (WSC) in NemLog-inand apply for
access.

We refer to [NLSS] for details.

UUID-matchservices With the introduction of privacy friendly identifiers in signing
certificates and SAML subjects it may be required for a service
provider to use one or more of these services to verify signer
identitites.

All service providers connected to NemLog-in will have access
to these services using the signing certificates specified in
metadata as a client certificate for authentication.

We refer to [NLSS] for details.

Qualified signing service NemLog-in’s new signing solution supports creation of qualified
person- and employee signatures andseal generation.

Service providers select if they wish to access the signing
solution during connection of their systemto NemLog-in.

We refer to [NLSPS] for details.

Validation service The validation service is a web interface and API for validating
qualified signatures.
We refer to [NLSPS] for details.
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6 NemLog-in changes for OIOSAML 3

This section provides a summary of important changes introduced in NemLog-in in the OIOSAML 3 interface.

6.1 Identity Provider Discovery

Identity Provider Discoveryis not implemented in the NemLog-in OIOSAML 3 interface. The OIOSAML 2
interface which is supported by NemLog-inin the migration phase supports IdP Discovery as describedin
[OIOSAML2.1.0].

6.2 Attribute profiles

OIOSAML 3 introduces two different attribute profiles, the natural person profile for representing private
persons and the professional person profile representing persons associatedtoan organisation (often
employees). The service provider may request a specific profile in the authentication request.

6.3 Session timeout

The sessions establishedin both 1dPs (OIOSAML2 and 3) are given two expiry times, a soft and a hard expiry
time. A sessionthat is renewed before the soft expiry by another (or the same) service provider requesting a
(not-forced) authentication, will be given a new expiry time of same duration as the initial session, provided
that the totaltime elapsed since the session was first established does not extend beyond the hard expiry
time.

This, in effect, will ensure that the user must provide new credentials when the hard expiry is reached.

NemLog-in currently employ the following soft and hard session lifetimes:

Session LoA Soft (initial) session lifetime Hard (maximum) session lifetime
Low 1 hour 8 hours
Substantial/3 1 hour 8 hours
High 1 hour 8 hours

As the table shows session lifetimes are the same regardless of LoA. This may, however, change with future
releases in which case the service providers will be notified in advance.

6.4 Support for multiple sessions

With the introduction of the person and professional profiles in OIOSAML 3 and support for private service
providers, it has become necessary for NemLog-in to support multiple simultaneous sessions for a single
user/browser.

Consider, for example, the following scenario:

1) Userlogsinto service provider A using person profile. Session A is established.

2) Uservisits private service provider B that requests authentication and the professional profile
(employee log in).

3) Nemlog-in performs a new authentication (private service providers are not allowed to participate
in SSO) and establishes a new session B (employee).
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Since the user has not requested logout, it would not be reasonable to terminate session Aduring step 3.
After step 3. the user thus has two sessions with NemLog-in: Session A with service provider A (as private)
and session B with service provider B (as an employee).

Now the user selects’Log out’ at service provider A. This will cause NemLog-into, in turn, terminate both
sessions andin that process send a logout request (according to binding specified in service provider B
metadata)toservice provider B.

6.5 All service providers must support single logout

As the example in section 6.4 above illustrates, private service providers must support SAML logout
according to OIOSAML 3 even though they are not allowed to participate in single signon.

When a used logs out of any service provider, NemLog-in will ensure, that all sessions established by the
users browser with NemLog-in are terminated, and all service providers participating in these sessions are
notified according to the SAML protocol.

This design ensures that the useris not required to be aware of the nature of the individual service
providers: When the user choses to log out, all sessions established with NemLog-in are terminated.

6.6 Migration of user accounts

Service providers currently using either OIOSAML 2 or direct NemID integration would usually register user
accounts to either PID (for private users) or CVR+RID (for professional users). These service providers must
implement a migration process to associate such user accounts to the new OIOSAML 3 UUID -based subject
name identifiers (e.g.

https://data.gov.dk/model/core/eid/professional/uuid/123e4567-e89b-12d3-a456-426655440000).

Since the new subject name ids cannot be obtained up front, the migration process must be implemented in
the service authentication code. The process is sketched below.

1) RequesttheRID attribute in metadata when the serviceiis registered.

2) Requestthe persistent nameid format to make sure, that the same subject identifier is received
whenever the user logs in.

3) Changethe data model to allow user accounts to be associatedto both CVR+RID and a subject name
id.

4) When the OIOSAML 3 assertion s received from the authentication process, checkif an accountis
registreredtothe persistent subject nameid.

5) If not, checkis an account is registered to CVR+RID.

6) Ifthatis the case, add the subject name id to the user account to allow the account to be found in
step4 in asubsequent authentication.

A similar process must be usedto migrate private user accounts associatedto PID.

When NemlID is closed, the process can be changed to only allow association by subject nameid and the
CVR+RID data canbe deleted.

6.7 Migration of privileges

The NemLog-in FBRS model for normal privileges is sketched below.
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Service Privilege

A Service may have 0-many privileges associated. A privilege is owned by exactly one Service. Privileges from
different services are collected into Roles. The figure does not comprise the special model for sharing
privileges between services.

The Service Provider decides which privileges are used and understood by her Service, the NemLog-in
Administrationis responsible for managing Roles.

When services are migrated to OIOSAML3 they must be connected to NemLog-in as new services. This
means that it is necessarytoadd equivalent privileges to the new service in NemLog-in Administrationand
subsequently add these privileges to all roles containing their OIOSAML2 counterparts toensure that end
users receive the same privileges for the service, regardless of whether the OIOSAML2 or OIOSAML3
integration handles the authentication.

The situationis illustrated by the figure below.

Role A

Read-privilege
http://service-a/privs/read

Write-privilege

Service A OIOSAML2
https://saml.service-a.dk

http://service-a/privs/write

Read-privilege
Service A OICSAML3 http://service-a/privs/read

https://saml.service-

a.oiosaml3.dk
Write-privilege

http://service-a/privs/write

FIGURE 6: SERVICE USES PRIVILEGES

A service provider owns “Service A”. The SP prepares migrationto OIOSAML3 by creating a new servicein
NemLog-in Administration— denoted “Service A OIOSAML3” in the figure. This service is assigned a new
EntitylD “https://saml.service-a.oiosaml|3.dk” since EntitylDs must be unique in NemLog-in.

The service makes use of two privileges; a “read” and a “write” privilege. These privileges are associatedto
Role A. When configuring “Service A OIOSAML3” the service provider creates two new privileges associated
to “Service A OIOSAML3"” and assigns the same URIs as used for the existing OIOSAML2 privileges. Note, that

Version date: 24-10-2022  Version: 1.5 Page 16 of 27
ID:10



Integration with NemLog-in3 Digitaliseringsstyrelsen
NemLog-in

the current version of NemLog-in Administration requires that privilege URIs are globally unique. This
constraint is lifted in the upcoming version allowing URI reuse.

Note, that at this point the new privileges are not yet added to Role A, this is handled by the NemLog-in
administrators at Digitaliseringsstyrelsen.

This exampleillustrates the situation for normal privileges but the situationis equivalent for delegation
privileges (“fuldmagtsprivilegier”).

6.7.1 Migration process for services using privileges

When public service providers migrate their services to OIOSAML 3 they must register the OIOSAML 3
endpoint by adding a new servicein NemLog-in Administration. Public service providers that use FBRS
privileges (“normal” and/or “delegation” privileges) must carefully follow the process described below when
migrating their OIOSAML 2 services to OIOSAML 3. The process is referred to as privilege migration.

1) Implement OIOSAML support in the service. Do not change the privilege names or semantics of the
privileges used in the application.

2) In NemLog-in Administration, add a new service of type Web SSO (OIOSAML3). Use a new EntitylD
for the service and add metadata.

3) Define privileges for the service - use the same names as used in the OIOSAML2 service
configuration - and provision the service to Integrationtest.

4) Testtheintegration, then fill in and upload the testreport. Apply for Production.

5) Contact DIGST Systemforvaltning and request that existing roles using privileges for the OIOSAML 2
service are extended with privileges for the new OIOSAML 3 endpoint without version change.

6) DIGST Systemforvaltning confirms that privileges have been migrated.

7) Enable the OIOSAML 3 integrationin your own production environment. (Optionally only for pilot
users).

8) (Optional): Conduct a pilot test to verify that roles are indeed migrated correctly.

Note, thatit is an important prerequisite, that neither privilege names nor privilege semantics are changed
in the process.
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Nemlog-in changes in OIOSAML 2.1.0 interface

This section summarizes important changes from OIOSAML 2.0.9to OIOSAML 2.1.0. Note that the OIOSAML
2 interfaceis only available to public service providers.

6.8 Reduced attribute set

Public service providers connected to NemLog-in are connected according to the OIOSAML 2.0.9
specification. The OIOSAML 2.0.9 provides a set of attributes that are closelyrelatedto the NemID
certificates. With the introduction of MitID where no end-user certificates are involved in authentication it is
necessarytoremove the support for these attributes. The new OIOSAML 2.1.0 [OIOSAML2.1.0] profile
describes the new reduced attribute set.

The following attributes are no longer supportedin OIOSAML 2.1.0:

e UserCertificate (urn:0id:1.3.6.1.4.1.1466.115.121.1.8)

e Certificateissuer (urn:oid:2.5.29.29)

e (Certificate) serial number (urn:oid:2.5.4.5)

e IsYouthCert (dk:gov:saml:attribute:lsYouthCert)

e UniqueAccountKey (dk:gov:saml:attribute:UniqueAccountKey)

e Postaladdress (urn:o0id:2.5.4.16)

o Title (urn:0id:2.5.4.12)

e Organization unit (urn:oid:2.5.4.11)

e UserAdministratorindicator (dk:gov:saml:attribute:UserAdministratorindicator)

Public service providers are still allowed to upload metadata withthe unsupported attributes, but NemLog -
in Administration will give a warning.

All systems that are already connected to NemLog-in must be able to support OIOSAML 2.1.0 when NemLog-
in3 goes live.

6.9 New assurance level value

With the advent of MitID, public service providers that integrate with NemLog-ins OIOSAML 2.1.0interface
may experience SAML assertions passing an Assurance Level value of “2” instead of the usualvalue “3”. An
example of such a situationis described below.

Consider two service providers:

A. Public service provider (participating in SSO) using OIOSAML 3
B. Public service provider (participating in SSO) using OIOSAML 2

And the following flow:

1) User visits a resource at service provider A.

2) Service provider requires NSIS LoA Low to grant access tothat resource and redirects the user to
NemlLog-in requesting that assurance level in the <AuthnRequest>.

3) User has no active session with NemLog-in and is thus requested to authenticate. User selects MitID and
authenticates at assurance level Low

4) Useris redirectedto service provider A with SAML assertion stating LoA Low.

5) Userusesthe same browser to access resource at service provider B

6) Service provider requires authenticationto allow access tothat resource and redirects the user to
NemLog-in and does not request ForceAuthn = true in the <AuthnRequest>.
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7) Nemlog-in discovers that the user has an active session and since authenticationis not forced
immediately issues a SAML assertion for service provider B. No numerical Assurance Levelis
(well)defined for the session, thus requiring NemLog-in to translate an NSIS LoA to a numerical (non-
NSIS) assurance level. Since LoA is Low for the current session, NemLog-in responds with an assertion
claiming Assurance Level= “2".

In general, NSISassurance levels are translated according to the table below.

NSIS LoA Corresponding OIOSAML 2
Assurance Level

Low 2

Substantial 3

High 3

Table 1: Translation of NSIS LoA

Note that both NSIS LoA Substantial and High are translatedto “3”: Service providers must use OIOSAML 3
to distinguish Substantial and High.
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7 Metadata definitions

The SAML service provider metadata specifies information needed by NemLog-in to authenticate users for
the service provider. We refer to [OIOSAML3] for details, and to the NemLog-in portal for examples.

This sectionemphasizes NemLog-in specific details regarding metadata.

7.1 NamelD format

With NemID we are used to identifying users by the familiar global identifiers: PID for private identities and
{CVR, RID}for employee identities. In OIOSAML 2 these identifiers enter the Subject NamelD by the profiles
use of the X509SubjectName NamelD format.

To enhance privacy OIOSAML 3 introduces non-global identifiers instead. Service providers must choose
between a transient and a persistent subject identifier. The transient identifiers are session specific: With
each new session, a new transient identifier is generated. The persistent identifiers are service provider
specific: With each new session, assertions issued for the same identity will contain the same persistent
identifier. However, when the user logs in at a different service provider, another persistent identifier is used
(if that other service provider also uses persistent identifiers).

The service provider must specifiy the desired NamelDFormat in the metadata XML file that is registered
with NemLog-in.

7.2 Requested attributes

The service provider must also specify the set of attributes that he wishes to receive in the assertionissued
during authenticationin the metadata XML file.

Note, that specifying an attribute in metadata does not guarantee that the attribute will be presentin all
assertions. We refer to section 9 for details.

Private service providers are not allowed to receive CPR and Privilege attributes. If a private service provider
attempts toregister a set of metadata containing these attributes with NemLog-in Administration, the
metadata will be rejected.

Private service providers that need access to CPR must instead request the PID attribute in metadata, obtain
the user CPR e.g. by asking the user to enter it in the Ul, and use the NemID PID-CPR match service to verify
[PIDCPR].

The NemLog-in Attribute Query Service allows all attributes in the attribute profiles to be requested with the
following exceptions:

e Private service providers are not allowed to request CPR or Privilege attributes.
e No service providers are allowed to request Assurance Level, NSIS LoA, NSIS IAL, or NSIS AAL
attributes.

The optional attributes NSIS IALand NSIS AAL must instead be obtained during authentication.

7.3 Encryption algorithms

NemLog-in supports the encryption algorithms allowed in the OIOSAML 3 specification, i..e. AES-CBC and
AES-GCM for block encryption (with various key sizes) and RSA-OAEP-MGF1 or RSA-OAEP for key transport.
See [OIOSAML3].
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By default NemLog-in will use the strongest ciphers (AES-GCM-256 and RSA-OAEP) when encrypting the
SAML assertiontoservice providers. If your system does not support these algorithms you may specify an
<EncryptionMethod> element in the your metadata file to use alternative algorithms (AES-CBC and/or RSA-

OAEP-MGF1). See example below.

<KeyDescriptor use="encryption”>
<ds:Keylnfo>...</ds:Keylnfo>
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc" />

<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenctrsa-oaep-mgflp" />

</KeyDescriptor>

TABLE 2: KEYDECRIPTOR ELEMENT WITH ENCRYPTIONIMMETHOD SPECIFICATION
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8 Authentication requests

The overall requirements for requesting authentication are describedin the OIO profiles, e.g. [OIOSAML3]
section4.1.

The OIOSAML 3 profile allows the SP to tailor the specific authentication flow to his needs. SP may request a
particular user type (attribute profile), either private or professional, and SP may request authentication
with a particular NSIS assurance level. The options are describedin the following.

8.1 Requesting an attribute profile

The service provider may specify a specific attribute, this is done by adding a <RequestedAuthnContext>
element to the AuthnRequest as specified in [OIOSAML3], OIO-SP-07. NemLog-in will restrict authentications
to identities of the requestedtype, but the service provider MUST nevertheless validate, that the Subject
NamelD element corresponds to the requested profile, as described in [OIOSAML3] requirement OIO-IDP-15.

If the user already has a session with NemLog-in and a new public service provider requests unforced
authentication, a single signon occurs (see section 0 above) even though the previous authentication does
not satisfy the profile requested. In this case it is the service providers responsibility to act accordingly and
e.g. instruct the user to log out and log in again.

8.2 Requesting assurance level

Similar to requesting a specific profile, the service provide may request a specific NSIS assurance level (LoA)
as described in [OIOSAML3], OIO-SP-06.

When a specific NSIS LoA is requested, NemLog-in will attempt to obtain an authentication satisfying that
request.

If no NSIS LoA is requestedit is equivalent to requesting NSIS Substantial.

To ensure a smooth transitionto MitID, NemLog-in will allow authentications satisfying OIOSAML 2
Assurance Level “3” when NSIS Substantial is requested. I.e. if NSIS Substantial is requested NemLog-in will
aim at providing an authentication satisfying either NSIS Substantial or High or Assurance Level “3”.

Itis very important to emphasise that the service provider must always verify that the assurance level
conveyed in the SAML assertionis sufficient to allow the user to access the requested resource, regardless of
the assurance level requested!

If the service provider wishes to allow both NemID and MitID users to authenticate, the appropriate choice is
to request NSIS Substantial and accept SAML assertions with either Assurance Level “3”, NSIS LoA Substantial
or NSIS LoA High.

8.3 Forced authentication

The service provider may force a user authentication by setting the forceAuthn attribute in the
authentication request. See [OIOSAML3].

8.4 Passive authentication

A public service provider may instruct NemLog-in to not take control over the user interface by requesting a
so-called passive authentication, allowing a single sign-on authenticationto occur if the user has a valid
session. If no session exists such a request is rejected with the NoPassive error message.
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Since private service providers are not allowed to participate in SSO they are not allowed to request passive
authentication. All requests for passive authentication from private service providers are rejected with the
NoPassive error message. We refer to [OIOSAML3] for details.

8.5 Embedded authentication

Note that the OIOSAML standard as well as DIGST policies don’t allow authentication requests to be issued
inside an HTML frame or via any mechanismthat would require the use of third-party cookies by the IdP to
establish or recover a session with the browser.

This will typically imply that requests will involve a full-frame redirect, in order for the top-level window
origin be associated withthe IdP. The only allowed exception is passive logins (see section 9.4 above).

In addition, when authenticationis performed in a Native App on a mobile device, the use of web views is
not allowed since web views do not provide sufficient isolation between App and web context, and typically
do not allow the users toinspect the address bar before entering their credentials.

Instead, authentication should be performed in anexternal browser. On iOS this could be achieved using the
SFSafariViewController class or SFAuthenticationSession, and on Android using the Android Custom Tab
feature.

See RFC 8252 (https://datatracker.ietf.org/doc/html/rfc8252) for details and references to open-source
samples.
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9 Authentication responses

This section describes topics that the service provider must consider when handling responses. Note, that
the service provider must conform to formal requirements, processing rules, etc. specifiedin [OIOSAML3].

9.1 Attribute profile

With the introduction of the two different attribute profiles, it is important that the service provider
validates the attribute profile by inspecting the Subject NamelD - see [OI0SAML3], OIO-IDP-15.

9.2 Assurance level

Not all identification means supported by NemLog-in comply with the NSIS standard. When these are used
for authentication NemLog-in will issue an assertion without NSIS attributes. Instead, the assurance level is
specified in terms of the OIOSAML 2 assurance level attribute:

<saml:Attribute
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="dk:gov:saml:attribute:AssurancelLevel">
<saml:AttributeValue xsi:type="xs:string”>3</saml:AttributeValue>

</saml:Attribute>

We will in general distinguish the two assurance level attributes by referring to the OIOSAML 2 numeric
attribute as Assurance Leveland to the OIOSAML 3 attribute as NSIS LoA.

The table below gives an overview of the possible values assignedtothe attibutes.

Identity type/attribute Assurance Level NSIS LoA

Private MitID N/A Low/Substantial/High
NemlD Privat? 3 Substantial

NemlD Erhverv 3 N/A

NemlD Privat til Erhverv using | 3 N/A3

private NemID or MitID for

authentication

Table 3: Assurance level attributes

When the service provide receives the SAML assertion he is obliged to validate the assertion as specifiedin
[OIOSAML3], and in that process, the assurance level attribute(s) must be validated.

Note, that according to Table 3, the service provider must accept either an Assurance Levelvalue of “3” or
an NSIS LoA of atleast Substantialto allow all users to log in, regardless of identification means used.

2 Revalidated NemID userssatisfy NSIS Substantial and hence this NSIS LoA will be returned, while for users not
revalidatedthe old Assurance Level 3 will be returned.
3 Inthe comingrelease (DL4) NemLog-in will support NSIS LoA Substantial for these authentications.
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We refer to the reference implementation documentation [OIOSAML-NET, OIOSAML-Java] for details
regarding validation configuration.

9.2.1 Authentication Statement

In OIOSAML 3 the returned value of AuthnContextClassRef-element inthe authentication statement
(AuthnStatement-element) of the SAML Assertion will reflect whether an Assurance Level or a NSIS LoA was
returned. The value returnedisurn:ocasis:names:tc:SAML:2.0:ac:classes:X509 and
https://data.gov.dk/concept/core/nsis respectively.

9.3 CPR attribute

Only public service providers are allowed to request the CPR attribute during authentication or by attribute
query.

Private service providers must instead request the NemlID PID attribute in metadata and use the NemID PID -
CPR-matchservice. See [PIDCPR] for details.

9.4 Name attributes

Some NemLog-inidentitites are anonymized (or pseudonymized). This is e.g. the case for citizens that are
name and address protected.

For theseidentities the name attributes reflect this situation as shown in the table below.

Attribute Value foranonymized identity Value for non-anymized
identity

Firstname N/A First name for identity

Lastname N/A Last name for identity

Alias “Pseudonym” N/A

TABLE 4: NAME ATTRIBUTES FOR ANONYMIZED IDENTITIES
We recommend requesting the Alias attribute and to use its value to distinguish anonymized identities.

9.5 O0IO Basic Privilege Profile deviation

NemLog-in implements OIO Basic Privilege Profile v 1.1 [OIOBPP] but deviates from the profile definition of
scope values ([OIOBPP] page 8).

NemLog-in uses the following values for specifying scope for a privilege:

e urn:dk:gov:saml:CvrNumberldentifier:<CVR number>

e urn:dk:gov:saml:ProductionUnitldentifier:<P number>
e urn:dk:gov:saml:SeNumberldentifier:<SE number>

o urn:dk:gov:saml:CprNumberldentifier:<CPR number>

I.e. thefirst character after “urn:dk:gov:saml:” prefix is upper case, not lower case as specified in [OIOBPP].
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10 Single Log Out

According to [OIOSAML3] section 4.2 all service providers must support single log out. Note, that this is also
the case for private service providers althoughthey are not allowed to use the NemLog-in single sign-on

feature.

NemLog-in will convey log-out requests to all service providers participating in SSO, regardless of whether
the particular service provider uses OIOSAML 2 or 3.

We refer to the reference implementations and the OIO profiles for details.
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11 References

The references below will be updated in the near future.

Term Reference

[OIOSAML3 | https://migrering.nemlog-in.dk/nemlog-in-broker/test-og-dokumentation/

]

[OIOSAML- | https://www.digitaliser.dk/resource/5359238

Java] https://github.com/digst/OI0IDWS.Java

[OIOSAML- | https://www.digitaliser.dk/resource/5246799

NET] https://github.com/digst/OIOSAML.Net

[OIOSAML? | https://www.digitaliser.dk/resource/5833271

.1.0]

[OIOIDWS] | https://www.digitaliser.dk/group/705156

[OIOBPP] https://www.digitaliser.dk/resource/4391685/artefact/OIOSAMLBasicPrivilegeProfilel 1.p
df?artefact=true&PID=4391688

[PIDCPR] https://www.nets.eu/dk-da/I%C3%B8sninger/nemid/nemid-tjenesteudbyder/supplerende-
tienester/pid-rid-cpr-tjenester/Pages/muligheder-med-pid-cpr-tjenesten.aspx

[NLSS] https://tu.nemlog-in.dk/oprettelse-og-administration-af-tjenester/signering-kvalificeret/ny-
funktionalitet/

[NLSPS] https://tu.nemlog-in.dk/oprettelse-og-administration-af-tjenester/signering-
kvalificeret/tekniske-egenskaber/dokumentation/
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